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Some Definitions

* Cloud Services = Consumer and Business products,
services and solutions that are delivered and

consumed in real-time over the Internet

* Cloud Computing = an emerging IT development,
deployment and delivery model, enabling real-time
delivery of products, services and solutions over the

Internet (i.e., enabling cloud services)



The Big Picture: Cloud Delivery and IT Suppliers’ Opportunities

Customer buys IT
cloud services to
support their cloud
services

Customer buys IT
cloud services to
support their

traditional offerings
(and internal ops)

Source: IDC, September 2008
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Why Cloud Computing?

= Merrill Lynch issued a research note: “The Cloud Wars: $100+
billion at stake” (07 May 2008). The analysts write that by 2011
the volume of cloud computing market opportunity would
amount to $160bn, including $95bn in business and productivity
apps (email, office, CRM, etc.) and $65bn in online advertising.

= Qver the next five years, IDC expects spending on IT cloud
- services to grow almost threefold, reaching $42 billion by 2012
and accounting for 9 percent of revenues in five key market
segments.

= Gartner predicts that by 2012, 80 percent of Fortune 1000
enterprises will be paying for some cloud computing services,
and 30 percent will be paying for cloud computing infrastructure
services.
2008 2009 2010 2011 2012 2013
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Trends: Cloud Computing vs. SOA

Popularity comparison curve for cloud computing vs soa.
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Cloud Computing Market Components
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Customer Value

Q: Rate the benefits commonly ascribed to the ‘cloud’/on-demand model
(1=not important, 5=very important)

Easyitastts aesioy NN >3+

pay only for what you use [N 6 1.5
Less in-house IT staff, costs _S'F.D%
Low monthly payments | 53}
Offers the latest functionality _ 50.0%
Encourages more standard IT _45.3%
Sharing systems/information simpler _ 43.4%

It's the way of the future F 29.1%

0% 10% 20% 30% 40% 50% 60% 70%
% responding 4 or 5

Source: |IDC Enterprise Panel, August 2008 n=244




Cloud Computing Challenge

Q: Rate the challenges/issues ascribed to the 'cloud'/on-demand model
(1=not significant, 5=very significant)

Security 74.6%
Performance 63.1%
Availability 63.1%
Hard to integrate with in-house IT 61.1%;
Not enough ability to customize || NNGTGNGNGEGEGENGEE 55 ¢

Worried on-demand will cost more

Bringing back in-house may be difficult

Regulatory requirements prohibit cloud 49.2%

Not enough major suppliers yet 44.3%

T T T L] T

0% 10% 20% 30% 40% 50% 60% 70%  80%
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Gartner 7 Year View

Phase 1: 2007 to 2011 — Pioneers and Trailblazers - A market
development phase when technology providers with the strongest market
"vision" will garner the most success among early adopters.

Phase 2: 2010 to 2013 — Market Consolidation - The market will become
overcrowded with a broad range of solutions from large and small vendors,
and competitive pressure will drive many weaker players from the market,
resulting in acquisition activity. By 2013 this technology will be the
preferred, but not the exclusive, choice for the majority of opportunistic and
architecturally simple application development efforts among Global 2000
enterprises.

Phase 3: 2012 to 2015 and Beyond — Mainstream Critical Mass and
Commoditization - A small number of large providers will dominate the
market, providing de facto standards. These vendors will primarily leverage
proprietary technologies developed during the previous five years, but they
will also widely support intracloud application programming interfaces to
establish a technology "fabric," linking cloud-based solutions across vendor

platforms.
A =—p=a K IA Fi===
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Federal Government in Cloud Computing

DoD DISA RACE

*Garing, CIO of the Defense Information Systems Agency (DISA), believes cloud
computing will be a driving force in the Department of Defense (DoD). In fact, Garing
says that although he shares some of the concerns espoused by the IT media (such as
the danger of hosting multiple applications on a single platform), he, personally, is more
than optimistic, calling cloud computing ‘something we absolutely have to do.”
*CollabNet, Appistry, Apptis

DHS FEMA/TSA

* FEMA building cloud computing solution for federal response management
*TSA using CollabNet development environment
*Apptis, Northrop Grumman, Verizon

DoD JFCOM Valiant Angel

*Dr. James Heath (Senior Science Advisor to DIRNSA) intends to integrate Valiant
Angel capabilityy into NSA’s “Cloud Architecture” and subsequent buildout of P23 at
Camp Slayer.

*SAIC, LGS

Intelligence Community

*“Develop a common “cloud” based on a single backbone network and clusters of
servers in scalable, distributed centers where data is stored, processed and managed

*NGA using Appistry with Geoeye for imagery processing
A =—p=a K IA Fi===
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http://disa.mil/

Obama Tech Team Envisions Federal Cloud

http://www.datacenterknowledge.com/archives/2009/01/20/obama-tech-team-envisions-federal-cloud/
January 20th, 2009 : Rich Miller

As President Obama was sworn in just after 12 noon, the WhiteHouse.gov web site
changed as well, adopting the design and social media features of the Obama team’s
Change.gov transition site. There’'s more change on the way, and cloud computing is a
key piece of the agenda envisioned by the new administration’s Technology,

1 Innovation, and Government Reform (TIGR) team. In a video posted to YouTube
Friday, the TIGR team outlined its goals, including a shift to cloud computing. TIGR
member Andrew McLaughlin, who heads public policy and government affairs for
Google, described the use of cloud computing as “one of the most important
transformations the federal government will go through in the next decade,” noting the
cost advantages of cloud infrastructure. The video also spotlights Vivek Kundra, the
CTO of Washington who is rumored to be a candidate to the new federal CTO position.
This video runs about 4 minutes, with the discussion of cloud computing starting at the

3 minute mark. -



http://www.datacenterknowledge.com/archives/2009/01/20/obama-tech-team-envisions-federal-cloud/
http://www.whitehouse.gov/

Cloud Computing Wargame
FOSE 2009 — March 10-12, 2009

Enables the comparison and contrast
of the benefits and challenges
associated with the implementation of
IT capabilities and infrastructure in a
single or mix of environments, while
illustrating the dynamic relationship
4 among staff, resources and external
events that impact the demand for IT
to support agency and program
missions. More than a “game,” the o
CCW does represent real-life situations ===~/ aou) l
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Should my agency consider cloud computing?

Can this function within the agency’s mission be accomplished with the use of standard
IT components or are proprietary or customized components necessary?
e Yes, "Cloud IT" is an option No, "Traditional IT" approach may be required

In anticipating future functional requirements, do the investments required and value
obtained by letting the agency develop technical improvements outweigh the
investment savings and time lost in leveraging technical improvement from an industry
ecosystem?

e Yes, "Traditional IT" may be required No, "Cloud IT" is an option

In view of agency mission objectives, is full control of all IT resources required to
complete this function?

e Yes, "Traditional IT" may be required No, "Cloud IT" is an option
Is the level of security afforded by generally accepted commercial practices acceptable
in accomplishing this specific agency function?

e Yes, "Cloud IT" is an option No, "Traditional IT" may be required
In executing this function during surge or peak situations, would capacity limitation
severely affect agency mission accomplishment?

e Yes, "Cloud IT" should be considered as an option No, "Traditional IT" may be desirable
In view of agency mission objectives, is a dedicated IT infrastructure required to

complete this function?
e Yes, "Traditional IT" may be required No, "Cloud IT" is an option
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Welcome to the SOA-R Interactive Metworking Group wiki. This space has been
established specifically to discuss the challenges and opportunities surrounding
cloud computing in support of national security missions. This is an open forum
with the goal of promating dialog in the network centric operations community on this emerging
technology

To manage our discussion. we have organized the wiki into three domains: Architectural. Operational and
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Background

Cloud computing is Internet & ('Cloud &) based development and use of computer technology (‘Computing &),
The doud is a metaphor for the Internet (based on how it is depicted in computer network diagrams) and is an
abstraction for the complex infrastructure it conceals (1). It is a style of computing® where IT-related
capabilities are provided “as a service & *(2), allowing users to access technology-enabled services from the
Internet  {"in the doud") (3) without knowledge of, expertise with, or control over the technology
infrastructure that supports them (4). According to the [EEE Computer Society & it 'is a paradigm in which
information is permanently stored in servers on the Internet and cached tempaorarily on dients that incude
desktops, entertainment centers, table computers, notebooks, wall computers, handhelds, ete." (5).
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Cloud computing is a general concept that incorporates software as a service @, Web 2.0& and other recent,
well-known technology trends, where the common theme is reliance on the Internet for satisfying the
computing needs of the users. For example, Google Apps @ provides common business applications online that
are accessed from a web browser@ , while the software® and data@ are stored on the servers.
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